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Abstract.
 In the paperwe apply graph vertex coloring for ver ification of secret shares.We start from showing h ow to
convertanygraphinto thenumberandviceversa.N ext, theoreticalresultconcerningpropertiesof n-colorable
graphs is stated and proven. From this result we de rive graph coloring check-digit scheme. Feasibility  of
proposed scheme increases with the size of the numb er, which digits are checked and overall probabilit y of
errors.Thecheck-digit scheme isused tobuildsha resverificationmethod thatdoesnot requirecoope rationof
the third party. It allows implementing verificatio n structure different from the access structure. It  does not
dependon particular secret sharingmethod. It can be used as long as the secret shares can be represe nted by
numbersorgraphs.

1.Introduction
 Graphsfindapplicationsineveryfieldofcomputerscience.Grapht heoryprovidesmany
NPclassproblems,hence, it isnotsurprisingthat theyfindappli cationsin thecryptography
anddatasecurity.Minimalvertexcoloringforanarbitrarygraph, isknowntobeNP(see[11]
[13]). A very good example of public-key cryptosystem, “Polly Crack er”, that makes use
graph n-coloring, can be found in [10]. In the field of secret sharing, gra phs were applied
whilestudyingaccessstructures,forinstancebyBlundo,DeSantis,Stinsona ndVaccaro[3].
 Secretsharingallowssplittingasecretintodifferentpi eces,calledshares,whicharegiven
totheparticipants,suchthatonlycertaingroup(authorizedsetofpar ticipants)canrecoverthe
secret.Participantsnotformingsuchsetshouldhavenoinformationaboutthesecret.
SecretsharingschemeswereindependentlyinventedbyGeorgeBl akley[2]andAdiShamir
[15].Manyschemeswerepresentedsince,forinstance,AsmuthandB loom[1],Brickell[4],
Karin-Greene-Hellman (KGH method) [9]. In our paper we use las t method in order to
illustrateproposedmethodforsharesverification.
 ThesecretinKGHmethodisavectorof η numbers { }ηη sssS ,...,, 21= .Somemodulus k
is chosen, such that ),...,,max( 21 ηsssk > . All t participants are given shares that are η -
dimensionalvectors tjS j ,...,2,1,)( =η withelementsin Zk.Toretrievethesecret theyhaveto
addthevectorscomponent-wisein Zk.For 2=k ,KGHmethodworkslike ⊕ (xor)on η -bits
numbers,much in the sameway likeVernam one-time pad. If t  participants are needed to
recover the secret, adding 1−t  (or less) shares reveals no information about secr et itself.
InterestingfeatureofKGHis thatwhencertainvec tors *ηS  areexcluded (notallowed) from
thesetofpossiblesecretvalues,methodremainse quallysecure.Again,having 1−t parts(or
less)ofthesecretrevealsnoinformationaboutth esecretitself.KGHwithexcludedvectorsis
referred as KGHe. Certainly, for same η  (vector length) the size of the “secret space” is
smallerforKGHethanforKGH.
 Inpractice,itisoftenneededthatonlycertain specifiedsubsetsoftheparticipantsshould
beabletorecoverthesecret.Theauthorizedseti sasubsetofsecretparticipantsthatareable
to recover secret. The access structure describes a ll the authorized subsets. To design the
accessstructurewithrequiredcapabilities,thecu mulativearrayconstructioncanbeused,for
details see, for example, [8]. Combining cumulative arrayswith KGHmethod, one obtains
implementation of general secret sharing scheme (see, e.g., [14]).While designing such an
implementation,onecanintroducerequiredcapabilitiesnotonlyin term sofaccessstructure
butalsoothers,likesecurity(e.g.,perfectness),see[12],[17].
 Thesimplesecretsharingschemesarenotsecureagainstc heating(e.g.,someparticipants
alter their shares).Cheating can result not only in problemswi th recovering the secret, but
also can compromise it. For the Shamir scheme, it was shown (see [18]) that in some
instances a cheating participant might submit the false secre t share, that provides no
information about the secret, and recover secret once all participa nts from an authorized
subset pool their shares. The problem can be addressed by verifiable secret sharing (VSS)
schemes. Then, an adequate verification algorithm allows the honest  participants to detect
cheating(atleast,withknownprobability)andavoidcompromisingthesecret.Chea tingisnot
limitedtosecretparticipantsonly,butsuchatopicisbeyondscope ofthispaper.Verification
set of shares (VSoS) is the set of shares that are required f or verification procedure to take
place. Verification structure is the superset containing all veri fication sets of shares.  The
verification of the secret shares can take place in public; moreov er, often the set of
participants can verify the validity of their shares together. This is the case of publicly
verifiablesecretsharing(PVSS),forinstancesee[16].
Major idea of this paper to use graph’s integral property such as v ertex coloring for
verificationofsecretshares.Firstwepresentmethodforbinary stringsverificationandnext
applyittothesecretshares.Everynumbercanbeassignedcorre spondinggraphstructureand
vice versa (sections 2.1 – 2.3). This allows to treat any number as the graph and test for
properties associated with the graphs. Many of the graphs’ propertie s are related to NP
problems.Wefocusonthegraphvertex n-coloringanddiscussknownresultsthatareneeded
further in the paper (section 2.4). In the next section,  we find  and prove  upper bound for
maximumnumberofgraphs, thathave fixednumberofverticesandcan becoloredwith n
colors.Graphcoloringbasedcheck-digitschemefollowsinsection 3.Wedescribeandjustify
scheme capabilities. Check digit scheme is preliminary step to develop shares verification
method. Before going that far, we devote section 4 to discuss sec ret sharing for the graph
havinginmindequivalencebetweengraphsandnumbers.
At this point all preliminaries are provided, hence we can introduce s hares verification
method(section5.1).Checkdigitschemeservesas theenginefor themethodandallows to
describeitssecurityinsection5.2.Finally,weproposegenerali zationofverificationmethod
toarbitrarynumbers(section6).

2.Intotherealmofgraphcoloring
At the beginning simple scheme that allows conversion between graphs  and numbers is
presented.While more sophisticatedmethods can be used (e.g. [11]), the  one chosen well
illustratesdevelopmentofmainresults.
Notation:
G(V,E)isthegraph,where V isasetofverticesand Eisasetofedges,with E edgesand V
vertices; vi  denotes ith vertex of the graph, vi   ∈  V; Kn  stands for the complete graph on n
vertices, χ(G)ischromaticnumberforthegraph G.

2.1Graphdescription
Graph G is described by the square adjacency matrix mjiaij ,...,2,1,],[ ==A . The
elementsof Asatisfy:
• for ji ≠ , 1=ija  if Evv ji ∈  (vertices vi, vj  are connected by an edge) and 0=ija ,
otherwise;
• for ji = , α=iia ,where α  ∈ Zk  is thenumberof colorassigned to vi. In Zk  , k ≥  χ(G)
denotesthenumberofcolorsthatcanbeusedtocolorverticesof  G  (inotherwords, k is
thesizeofthecolorpalette).
Inthecasethatthegraphcoloringisnotconsidered, k=1,andallentrieson A’smaindiagonal
arezero.
Example1
Takethegraph Gwith4vertices,coloredwith3colors:

Theadjacencymatrix  ofthegraph G (onlythegraphstructure,nocolors)ispresentedonthe
lefthandsidebelow,whilethewholeadjacencymatrix Awithencodedcoloringisgivenon
therighthandside.
0101
1011
0100
1100
4
3
2
1
4321
v
v
v
v
vvvv
 
1101
1211
0100
1100
4
3
2
1
4321
v
v
v
v
vvvv

■
Coloringandthechromaticnumberareintegralpropertiesofanygra ph.Giventhegraph G ,
itisalwayspossibletofinditschromaticnumberand n-coloring.

2.2CodingthematrixA
A is a symmetricmatrix, hence having all the entries on thema in diagonal and all the
entriesbelowmaindiagonal,onecandescribewholematrix(anda stheresultgraph G).Thus,
it can be written as the sequence a21a31a32a41a42a43  ... a m(m-1)a11  a 22 ...amm, where the first
binarypart ( a21a31a32a41a42a43  ... a m(m-1)) corresponds to all the entriesbelowmaindiagonal,
whileseconddecimalone( a11 a 22 ...amm)tothemaindiagonalitself.
Example1 (continuation)
Codingmatrix Aweobtain
1200111110
44332211434241323121 aaaaaaaaaa


2.3Codingthenumberasthegraph
Thiscanbedonebyconvertingnumberintobinaryform.Thentheadjacency matrix Ais
encodedinthesamewayasdepictedinthesection2.2.Iftheleng th l ofbinarynumberdoes
not yield integer solution to the equation
2
)1( mml −= , then lacking matrix entries can be
added.Methodforentriesadditionisfurtherdiscussedinthesection3.

2.4Onfindinggraph’schromaticnumberandcoloring
In the general case, finding graphminimal coloring or even dec ision on the chromatic
numberareofNPclass(eg.see[11],[13]).Yet,itisinteres tingtonotethatusuallygraphcan
beproperlycoloredinmanyways.Problemiscomplexanddifficulttocomprehend.
Forinstance:therearenumerousexamplesthatsingleedgech angeinthegraphstructurecan
resultindramaticchangeinitscoloring.Anysignificantres ultinthisfieldwouldapproachus
toresolvingfamousPversusNPquestion.Currentresearchconcentratesonthreef ields:
1. Algorithms. Building better approximation solution. Algorithms have polynomi al time
characteristics and allow to color graph with χ(G) = n with the smallest k-color palette
( V ≥k≥  n ). Results available allow to obtain quite reasonable k values (e.g. see [7]). It is
importanttonotethatmentionedabovealgorithmscanworkinthedeterministicway.
2.Probabilisticmethods.Presentstateoftheartisgivenin[13].
3. Theory. Finding new coloring criterions and new cases, that are sol vable in polynomial
time(e.g.see[5]).Togivereaderaflavorweprovidefewwe llknownresults,thatareuseful
laterinthepaper.
Theorem. EverygraphGofK n configurationhas nG =χ )( .
Lemma. EverygraphGhavingasubgraphofK n configurationhas χ(G) ≥ n.
TheBrook’stheorem (1941). IfthegraphGisnotanoddcircuitoracompletegraph,then
χ(G) ≤ d,wheredisthemaximumdegreeofavertexofG.
Infurtherconsiderations,twoobservationsareused:
1.Vertexcoloringofthegraphcanbecheckedonlywhenthestructureofthegraphisknow n.
2.Checking,whetheragraphisproperlycolored,canbedoneinlineartime,see[11].

2.5Upperboundonnumberofgraphswithfixed V and n
Let’s denote ( )VΓ  as the number of all possible graphs having V  vertices. One can
calculatethat:
( ) ( )2 12 −=Γ VVV .     (1)
Inotherwords, ( )VΓ representsnumberofbinarysequencessuchthatev erybitcorresponds
tothepossibleedgeinthe V verticesgraph(1denotespresenceoftheedge,0 otherwise).
Numberofgraphson V vertices,withvertex n-coloringofthegraphforfixed n .
Thegraphcoloringconsidered in this section isme relygraph n-coloring ( ( )Gn χ≥ )not
theminimalcoloringofthegraph( ( )Gn χ= ).Let’sdenote:
jx asthenumberofverticescoloredby jthcolor  ( )nj ≤<0 .Verticesarepartitionedinto n
sets,suchthatallverticeswiththesamecolorar einoneset;
jV asthesetofverticescoloredby jthcolor ( )nj ≤<0 , jj xV = .
P as particular, no-degenerate partition of V  into  n pieces (color sets).
{ }
nj xxxxP ,...,,...,, 21= and Vx
n
j
j∑
=
=
1
;
( )PnV ,,Γ asthenumberofthegraphshaving V verticesandparticular P  (partitionof V
into n pieces).
( ) ( ){ }PnVnV P ,,max, Γ=Γ  where Pmax denotesmaximum value of ( )PnV ,,Γ  over of all
possiblepartitions P forgiven V and n .
 Theorem1(Upperboundonnumberofgraphswithfixed V and n )
Let ynV += where Ny∈ .Then
( ) ( )nVV y ,2 Γ≥Γ      (2)
Outlineofproof:
First,findthat
( ) ( ) ( ) 1243132 .........2,, −+++++++++=Γ nnnn xxxxxxxxxxPnV
  (3)
Thisallowstocarryoutfurtherworkon 2log (base2logarithms).
Therearetwocasestobeconsidered:
Case1: nV = .Thereisonlyonepartition P  (all 1=jx ),substitutioninto(3)yields
( ) ( )nVV ,Γ=Γ ,because 0=y  implies 12 =y .
Case2: nV > .Firstpropertiesof ( )( )PnV ,,log2 Γ forallpossible n  valuesareexaminedto
findgeneralformula.
Comparingcorrespondingtermsfrom ( )( )VΓ2log and ( )( )PnV ,,log2 Γ onefindsthat
( )( ) ( )( )PnVyV ,,loglog 22 Γ+≥Γ
forany P .When nV 2> ,
( )( ) ( )( )PnVyV ,,loglog 22 Γ+>Γ
forany P .Ultimately,
( ) ( )( )nVV y ,2 Γ≥Γ

■
Remarks:
1.UsingTheorem1andit’sproofonecanderivere sultsstatingtherelationsbetween ( )VΓ
and ( )nV ,Γ formorespecificconditions(eg.itexist 0j suchthat kx j =0 , 2≥k ).
2.Techniqueused toproveTheorem1yields thenum berof thegraphs thatcanbeproperly
colored with n  colors. The result includes class of graphs 'G  such that nG <)'(χ . This
observation can be used to calculate the number of the graphs that have fixed chromatic
number nG =)(χ .Authorsarebusyworkingonthisfield.Obtained resultsarenotcrucialfor
check-digitschemeoutline,hencetheyareomitted.

3.Check-digitschemebasedonthevertexgraphcoloring
 Tosimplifyprocedure’sdescription, it isassumed that thereisanefficientprocedurefor
findinggraph G minimal n -coloring( ( )Gn χ= ).Wewillreturntothisproblemattheendof
thesection.Letusintroducethenotation:
D denotesnumberthatisstored/sent, 'D denotesnumberthatisread/received
( )DG , ( )'DG denotesgraphsresultingfromconvertionof D , 'D intothegraphform
( )Dcol , ( )'Dcol denotesminimal n -coloringfor ( )DG , ( )'DG respectively
PROCEDURE(checkswhether DD =' ):
Encoding
1.Convert D to ( )DG .
2.Find ( )Dcol .
3.Store/Send ( )DcolD + .
………….{Processthatcanmodify D (eg.transmission)takesplace}
Decoding
Itisassumedthat ( ) ( )DcolDcol =' 1.
1.Read/Receive 'D andconvertto ( )'DG .
2.Is ( )'Dcol valid n -coloringfor ( )'DG ?
 Results:No →errorfound(terminate),Yes → continue
3.Is ( )'DG  )1( −n -colorable?
 Result:Yes →errorfound(terminate),No → positiveverificationfor DD ='   

Analysis&Discussion
 Ourcheck-digitschemestillhas thestatusof“work inprogress ”.Currentlywearebusy
workingonit’sproperanalysiswithsuitablecommunicationmodel.Neve rthelessweprovide
fewobservationsthatadvocateforourscheme.
1.Graphon V verticescanbeused toencodenumberof
2
)1( VV
l
−
=
 digits,while ( )Dcol
has V  elements.Henceoverheadinformationneededtodetecterrorsdecre asesrapidlywith
thesizeofthenumbertobechecked.
2.Proposedschemeisspeciallysuitableforsituations,whennumberandtypeoferror scannot
beeasilyforeseen.Thisismajordifferencebetweengraphc oloringbasedcheckdigitscheme
and theothers, that successfullydetectonly certain specified typesof error (eg. singledigit
error, transpositions, etc see [6]). In the proposed scheme, detectio n capabilities and
feasibilityincreasewiththevolumeofinformationtransferred.
3.Proposedschemecandetectall 'D ,suchthat ( )Dcol isdifferentfrom ( )'Dcol .
Asoutlinedin thesection2.4evensingleedgechangeinthegraphstr ucture(corresponding
tosinglebitchangeinthenumber)canresultinchangeofthegraph coloring.Whenchanges
in D  takeplace, 'D  correspondstoanygraphfromthesetof thegraphson V vertices(the
worst case of error type, that does not allow easy classific ation and analysis). There are
( ) ( )2 12 −=Γ VVV
possiblegraphs ( )'DG fortransmittednumber 'D .
Let p betheprobabilitythat 'DD ≠ getsundetectedthroughcheck-digitscheme.Define the
probability np that ( )Dcol isalsopropercoloringfor ( )'DG ,underthecondition 'DD ≠ ,

( )
( )V
nV
pn Γ
Γ
=
,
. (4)
The number of n -colorable graphs on ynV +=  vertices decreases very quickly as y
increases;from(2)weobtainthat ynp −≤ 2 .
In additioncoloringusing ( )1−n  colors ischecked for 'D .Thiseliminatesall 'DD ≠  such
( )( ) nDG <'χ .Astheresult ynpp −≤< 2 yields yp −< 2 .Conclusionsfromtheorem1(stating
upperboundfor ( )nV ,Γ )canbeusedtoderivebetterestimatesfor p value.
4. Inorder toensure required reliability for the checkdigit scheme,propervalueof k  such
that ky ≥ ,shouldbemaintainedforevery D .Thiscanbeachievedby Amatrixextension.

1
When ( ) ( )DcolDcol ≠' , errorwouldbedetectedwithhighprobability (samereasoninga s for the
restof theschemeapplies).For thesakeofsimplicityweas sumethatcheckdigits( ( )Dcol )arenot
modifiedduringtransmission.Forinstance, ( )Dcol canbetransmittedseparatelyviareliablechannel.
Analysis of possible errors in the check digits is not compl icated, but this topic needs additional
studies.
Therearenumeroustechniquesthatcanbeusedforthispurpose.Weuse exampletoillustrate
theprocessanditspurpose.
Example2
 Extension is performed by adding to A‘s bottom additional k  rows. These rows have
carefully chosen entries and length such, that A remains square matrix. Added entries
correspond toextra k  verticesadded to thegraph G , resulting innewexpandedgraph eG .
Algorithmforchoosingtheentriesshouldguaranteethatalthoughnumber ofverticesin eG is
kV + , ( ) VGe ≤χ (eg.byusingBrook’stheorem–seesection2.3).Only D andcoloringof
eG needtobetransmitted.Remainingpartof eG wouldberecoveredusing 'D (algorithmfor
entriesadditionisknowntobothcommunicatingparties).Coloringwouldbe checkedforthe
restored eG .  
5.Nowisthetimetoaddressproblemoffindingminimalgraphcolori ng.Asdiscussedinthe
section2.4,ingeneralcasethisisproblemofNPclass.Inspecia lcasestherearemethodsfor
findingit’ssolutioninpolynomialtime(forinstancesee[11],[13]) .Whennumbersthatareto
becheckedresult ingraphsfromspecialclasses,suchmethodsca nhelp.Otherwiseefficient
approximationalgorithms,mentioned in section2.4,have tobeused. Insteadof looking for
minimal graph coloring, approximate solution can be applied. Only cons equence of such
approach will be reduced value of y , compared to minimal coloring case. This is an
optimisationproblem(with:efficiencyofcoloringapproximationalg orithm,graphextension
algorithmand y astheparameters),thatshouldbesolvedforparticularimplementa tions.We
continuethisdiscussioninthesection5.2.

4.Secretsharing
In this sectionwediscusshow to share secret that is the g raphwithunknown structure.
Ourpresentationisinformalinstyle,neverthelesswehopethatconvincing.Major objectiveis
to prepare ground for the graph coloring based secret shares verifi cation method, that is
describedinthesection5.
Equivalency between graphs and numbers should be clear at this point of  the paper. Two
secretsaboutthegraphcanbesharedindependently:thegraphstru cture(section4.1)andthe
graph coloring (section 4.2).One should note that it is impossible to ve rify graph coloring
without knowing its structure. On the other hand number of possible graphs f or any given
graphcoloringgrowsveryfastwiththenumberofverticesinthegraph(sees ection2.5).
Shares given to the participants can consist of graph structure par t, graph coloring part or
both,dependingonparticularimplementation.

4.1Sharingthegraphstructure
As described in the section 2.2, the structure of the graph G can be written as binary
number a21a31a32a41a42a43  ...a m(m-1) derivedfrommatrix A.Whenanygraphconfigurationis
acceptable, then to share the graph G structure is equivalent to share binary number
a21a31a32a41a42a43  ... a m(m-1) of length
2
)1( mml −= . Taking to the account that any vector is
possible (it followsfromanygraphconfigurationacceptable),al l results fromsecretsharing
overAbeliangroupscanbeused.
In thispaperweuseKGH([9])secretsharingschemeasexa mple.Althoughtherearemore
sophisticatedmethods(e.g.see[4],[15]),ourchoiceallowseasycompr ehensionandanalysis
of shares verification procedure presented later in the text. Easy  handling of restrictions
placedonthesecretspaceisanaddedvalue.Whentherearere strictionsplacedonthegraph
G configurations (e.g., graph has to be connected), then to share the graph G structure is
equivalenttosharebinarynumber a21a31a32a41a42a43 ...a m(m-1)oflength
2
)1( mml −= ,withsome
(known) numbers excluded from the set of possible secrets. KGHe secr et sharing scheme
nicely illustrates these situations. Such an approach allows to apply  simple reasoning of
combinatorial nature for clear understanding of secret sharingm ethod (e.g., calculating the
numberofconnectedgraphsforthesequencewithgivenlength).

4.2Sharinggraphcoloring
Asdescribedinthesection2.2vertexcoloringofthegraph Gcanbewrittenasthevector
a11 a 22 ...amm withentriesfrommaindiagonalofthematrix A.Again,takingintoaccountthat
anyvectorispossible(whenanygraphconfigurationisacceptabl eandgraphstructureisnot
known),allsecretsharingmethodssuitabletosharenumbercanbeapplied.
It should be emphasized that, in a general case, one can share only part itioning graph’s
verticesinto n  sets(proper n -coloringforthegraph),where )(Gn χ= ,notaparticularcolor-
to-vertexassignment.Itisduetothefact,thatanysecret participantcanmodifyhisshareby
addingcomponent-wiseaconstanttoeverydigitinthenumber.Insuchacase:
a. Aparticularcolor-to-vertexassignmentwillbemodified,
b. Thepartitioninggraph’sverticesinto n  sets(proper n-coloringforthegraph)willremain
valid,
c. Sharesverificationmethodproposedinthenextsectionwillnotdetectsharemodif ication.
Thespecialcase,whencoloringwithparticularcolor-to-vertex assignmentissecurelyshared,
althoughpossible,isbeyondthescopeofthispaper.

5.VSSusinggraphcoloring
Property that two pieces of information can be stored/shared in the gr aph can be used
towardsbuildingVSS(VerifiableSecretSharing)scheme.Secr etthatissharedcanconsistof
thegraphstructureandcoloring,orthestructureonly.Whenitcomest ographcoloring,only
partitioninggraph’sverticesinto n sets(partitionmask)isshared.ProposedVSSisnotableto
detectmodificationsinparticularcolor-to-vertexassignment.

5.1Verificationofthegraphshares
The two pieces of information (the graph structure, the vertex colori ng) can be shared
separately. Again analysis, whether to share two pieces of i nformation together or not, is
beyond the scope of the article. For the sake of simplicity it is assumed that only graph
structureisbeingshared,everyshareconsistofbothpartsandhas theformofthesequenceof
numbers: a21a31a32a41a42a43  ... a m(m-1)a11  a 22 ...amm. Each secret participants is given such
number. It is essential that secret share’sgraphcoloringpart ( a11  a 22 ...amm) isnot related to
thestructurepart a21a31a32a41a42a43 ...a m(m-1).
An algorithm of detecting cheating participants, without co-operati on of the trusted third
party,will be presented.Due to the fact, that verification re quires exchange of information
aboutshares,securecommunicationchannel(e.g.,see[12])isneeded.D uringthisdiscussion,
itisassumedthatsafeprotocolforinformationexchangeisinplace 2.
Definitions:
Verificationsetofshares  (VSoS)isthesetofsharesthatarerequiredforverification
proceduretotakeplace.
Verificationstructure isthesupersetcontainingallverificationsetsofshares.

2
 In this paper the trusted third party is understoo d as additional trusted entity storing information (e.g. hash
functions)aboutsecretparticipants.Issueofsecu remultipartycomputation(MPC)isnotaddressedin thispaper.
Weassumethatpartiesconcernedusesecurecommuni cationchannel.
Verification algorithm (one round).  The participants can verify their shares without co-
operationofathirdparty:
1. For any verification set of shares, the shares are combined to form ( )'DG with some n
coloring.Structuralpartsofthesharesarecombin edseparatelyfromcoloringpart.
2. Decoding part of check-digit procedure is applie d (see section 3). It checks validity of
( )'Dcol and ( )( )'DGχ .Resultoftheprocedureyieldsresultofverifica tionalgorithm.   ■

Discussion: When all participants fromVSoS combine structure p arts of their shares, they
obtain some ( )'DG . Combined coloring parts yields ( )'Dcol . Next, test whether ( )'Dcol  is
validfor ( )'DG  isperformed.Weclaimthattamperedshareswilln otpassthetestwithvery
highprobability.Performingmultiple roundsof the presented algorithm is recommended in
order to increaseVSS security.Our research shows thatVSS ismore securewhenminimal
coloring for ( )DG  is used. Analysis of possible attacks is similar t o this of reliability
parametersforcheck-digitschemeaspresentedint hesection3.Possibleattacksarelimitedto
randomguessingorsolvinggraph n -coloring(NPclassproblem).
Intheverificationalgorithmwedonotspecifyhow tocombinesecretshares.Thisoperation
dependsontheparticularsecretsharingschemetha tisused.Inordertoverifyshares,weonly
needtousecheck-digitschemeforcombinedshares. WhenVSoSisdifferentfromauthorized
set we suggest using KGH for shares verification. T his certainly does not exclude using
differentalgorithmforsecretsharing.
Example3 ofasimple(4,4)thresholdsharingsystemusingKG H.
IntheexampleKGHisusedforsecretsharingasw ellasforsharesverification.
Thesecretcanberecoveredonlywhenallparticipa ntsco-operate.Singleverificationsetof
sharesconsistsofanytwoshares.Verificationstr uctureconsistsofallpossiblepairofshares
takenfromthesetoffourshares.Inordertoincr easeverificationprobabilityallpossible
combinationsarechecked.Wusegraph G,withvertices v1 v2 v3 .Alloperationsareperformed
in Z4.Thepicturesshowtheverticesassignmentandthe secrettobeshared(anumberdenotes
thevertexcolor).

Graph G      Secret

InordertoillustratethebasicideasneededforV SS,onlygraphs’drawingswillbepresented.
Eachdrawingcanbeeasilyconvertedinto Amatrixand/orcorrespondingnumber.Thefour
secretsharesare:

Poolingthesecretsharesforverification,wecheckallsixpairs:I+II ,I+III,I+IV,II+III,
II+IV,III+IV.

Inallcases,afterpoolingshares,weobtainedcorrectlycoloredgraphs.H ence,allpossible
pairsofshareswerecheckedandmultipleiterationsofVSSalgorithmgaveP OSITIVE
verificationresultineachcase.Thus,thefinalverificationresultisPOS ITIVE.   ■

5.2Discussionofverificationalgorithm
1.Intheexample3weusedKGHtoverifysecretsharesandtos harethesecret.Usingsame
algorithm isnotmandatory.For instance in example3one could share  secretusingShamir
scheme[15]andverifysharesusingKGHasabove. Insuchcasesha reswouldbecombined
by KGH as above for verification. Once verified, shares could be c ombined using Shamir
methodtorecoverthesecret.
2.An individualparticipanthas informationneitheron thegraphstruc turenor it’scoloring.
Asdiscussedinthesection4,anygraphstructureispossibleas theresultofcombiningsecret
shares.Same reasoningapplies to thegraphcoloring.Verification algorithmworksonly for
participantsfromsameVSoS.Otherwiseitdoesnotyieldanyinformationabout thesecret.
3.Proposedalgorithmallowsgreat flexibility in formingVSoS.A nycombinationof twoor
moresharescanbeused.IntheVSSexamplegivenabove,everyt wosharescanbeverified
witheachother.OtheraspectofVSoSdesignisunderlyingacce ssstructure.Itisimportantto
notethatanysubset(withtwoormoreelements)ofauthorizedsetcanbeVSoS.
4.Verificationalgorithmandcheckinggraphchromaticnumber.
The tools presented in the sections 2.4 and 2.5 can be used towards building  graphs with
requiredchromaticnumber.Theyalsofindanapplicationtodetermine chromaticnumberfor
the graph. In a general case, finding chromatic number for the gi ven graph is a NP-class
problem,see[11],[13].Itcanberestrictedtoaspecialcases byproceduralmeans.Again,this
problem by far exceed space limitations of this paper and deserve s article on it’s own.
Nevertheless,twoexampleswillbepresentedtoillustrateapoint.
 Example4
Twofactsareneeded:
-Checkingwhethergraphisproperlycoloredcanbedoneinlineartime,see[11],
-Checkingwhethergraphis 2-colourablecanbedoneinlineartime,see[11].
Assumethatforthegraph G’formedinanyroundofVSS, 3)'( ≤χ G .Whensucharestriction
isimposed,determinationofchromaticnumbercanbeperformedinlineartime.  ■

Example5
Assume that the graph G’, with nG =χ )'( , formed in any round of VSS, has n-colorable
subgraph (e.g., Kn  type). When such a restriction is imposed, determination of chromatic
numbercanbeperformedinlineartime.        ■
5. A dealer that shares the secret is faced with seemingly difficult task of creating secret
shares that fulfillVSS requirements.At first looks like she has to findmultiple solutions to
the NP class problem in order to share the secret. Much depends on par ticular situation
(access structure and verification structure), but it seamsmuc h easier having inmind ideas
presented in 2.4 and above. In addition, it is good to remind one of  ( t, t) thresholdKGH
properties,thatanyunauthorizedsetofsecretparticipants(e.g . 1−t participants)cancometo
anysolutionpossible,whentheycombinetheirshares.Onlycombination ofallparticipantsin
theauthorizedsethastoyieldmeaningfulsolution(thesecret).

6.VSSappliedtonumberverification
So far we discussed shares verification for graph. Having in mind graph-number
equivalency,proposedsecretverificationmethodcanbeusedotherwi se:tovalidateanygiven
number.Proposalwillbedescribedbymeanofexample:
Whenthesecretnumberisshared,agraphcorrespondingtoeveryindi vidualsecretsharecan
bederived(seesection2.3).InordertouseVSSprotocol,theverificat ionstructurehastobe
designed.Forinstance,onecanderiveitfromgeneralizedaccessstruct ure.
Every graph (representing single share) shouldhaveassignedcolors  to vertices, inorder to
fulfillVSSrequirements.Ineachofthesharescolorpartis notrelatedtothegraphstructure,
representing that share.Ultimately, single secret sharewould consist of shared number part
and,possibly,sharedcolorspart(intheabsenceoftrustedthirdparty ).Sharedcolorspartisa
sort of checksum or hash function for the shared number. Its verific ation features can be
activatedonlywhenverificationprotocol is run for someVSoS (Veri fication set of shares).
Otherwiseitremainsinactive.

7.Concludingremarksandfurtherresearch
1.Proposedsharesverificationmethodisvirtuallysecretsharing schemeindependent.Itcan
also work with arbitrary access structure, moreover verificati on structure can be different
fromtheaccessstructure.Oncegeneralresultisobtained,wearepursuin gparticularcases.
2. As stated in the paper feasibility of proposed verification me thod is based on graph n-
coloring (problem of NP class). Although we tested issue extensi vely by numerous
simulation, still we are busy working on formal prove of security. Because check-digit
schemeunderliesourverificationmethod,hencemajorityofworkistobedonethere.
3. In this paper we presented an overview of research that is s till in progress. Volume
constrainsforcedustosimplifypresentationasmuchaspossible.A sitwasindicatedweare
busy with model of communication for our check-digit scheme. Also mor e sophisticated
conversionmethodsbetweengraphsandthenumberscanbeconsideredinorder tooptimize
proposedcheck-digitscheme.
4.Moremethodsformatrix A extensionhavetobedesignedandtested.
5.Wehaveshownthatoncegraphiscodedasthenumber,informationabouti tcanbeeasily
sharedusingresultsfromsecretsharingoverAbeliangroups.Onc emappingbetweensharing
informationaboutthegraphandtheparticularmethod(sayKGH)isest ablished,allprevious
results for themethod (e.g. generalized secret sharing scheme)  apply.So, inorder toobtain
requiredsecretsharingimplementationonedoesnotneedtoworkwitht hegraphs,hesimply
workswithnumbersandusesalltoolboxavailableforchosenmethod.
6. We consider using graph n-coloring to accommodate further extended capabilities. For
instance:proposedVSS canbeusedasPVSS.Onecandesignprotocol that at least part of
verification procedure can take place in public. Even when public communi cation would
disclosetoomuch,stillitispossiblethatnosecretwillbema intainedbetweenparticipantsof
the round in verification protocol. For proper design of PVSS (Publicly Ve rifiable Secret
Sharing) one should take into account constrains like VSoS-es, verific ation structure and
numberofverificationprotocol’srounds.
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